Networking & Communication

www.planet.com.tw 4.(4 PLHNET

Quick User Guide
NMS-1000V

NMS-500




Sections

OVEIVIBW....cuii ittt ettt ettt st ettt sttt e e sae et et e saeesbtete s e e e aeeeeasaeasaseesenns 3~5
APPIICALION. ..ttt ettt et er et et e areeaesaesee st 6~7
BEfOre FIrst LOZIN.....civeieeiee ittt ettt ettt ettt ee st sae e e enseneas 8~17
SELUP WIZAIT.....ieiiiiieeierietiet ettt sttt ev et eee s e e eeereste e e assansanensens 18~22
Main Ul INtrodUCTION.......cuvieieeiericicccece ettt s 23~25
Dashboard INtrodUCLION..........cveiveieeieiece et 26~30
FOOtEr INtrOdUCION.....cucviiievietice ettt st st e aenaen 31~32
System MenU - DOMAIN......iiciiiiiie ittt st e 33~38
Device INfOrmMatioN........ccueveuieuieiire ettt e e aaeees 39~48
System Menu - AP CONEIOL.......ccucuiieireieiieecece ettt 49~66
System Menu - REfreSh.......cccuvcieiiiiecee e 67768
System Menu - System Configuration...........cceceevevevereneceseceeieiscre e 69~76
System Menu - NetWOrk SEIVICES .......cocveeverueieieiniireire et ereee e seeeaes 77~88
System Menu - MaintenNanCe.......c.oovecieiiniieiie ittt 89~100
SYSTEM MENU - EXIt..civiiiiiii ittt sttt st e see e 101~103
HDMI OQUEPUL . ..cveeeceeecei ettt et ettt eve s s e e esesnesaeseenean 104~105
Yo7 1= 5 o 1 TSR R R 106~108

@ PLANET

" MNetwarking & Communication



OVERVIEW



Main Features:
Dashboard
Wizard Setup
Node Discovery
Topology Viewer
Event Reports
Alarm System
Batch Provisioning
Coverage Heat Map
Customized Profile
Auto Provisioning
Cluster Management
Zone Plan
Authentication
User Control

Scalability
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Overview

Providing the at-a-glance view of system, device summary, traffic, POE network status

Easy to use step-by-step guidance

To detect PLANET managed devices available and allow AP grouping to accelerate AP management
A topology of network devices compliant with SNMP, ONVIF, Smart Discovery and LLTD Protocol
The status of a network can be reported via network alarm and system log

Popup alerts and email alerts for the administrator via the SMTP server

Enabling multiple APs to be configured and upgraded at one time by using the designated profile
Real-time signal coverage of APs on the user-defined floor map to optimize Wi-Fi field deployment
Allowing the creation and maintenance of multiple wireless profiles

Multi-AP provisioning with one click

Simplifying high-density AP management

Optimizing AP deployment with actual signal coverage

Built-in RADIUS server seamlessly integrated into the enterprise network

Allowing on-demand account creation and user-defined access policy

Free system upgrade and AP firmware bulk upgrade capability



Overview

Network Management Characteristics

Built-in DHCP server

Built-in RADIUS server

SSL secure access

Web-based GUI management interface
SNMP v1, v2c, and v3 management
Supports PLANET DDNS/Easy DDNS

Industrial-grade Physical Hardware (NMS-1000V)

2 10/100/1000BASE-T Gigabit Ethernet RJ45 ports

2 USB 3.0 ports for configuration backup and restoration
1 audio line out (reserve)

1 HDMI interface

2 DB-9 COM1,COM2 (reserved)

1 3-pin DC power input terminal

1 2-pin connector for power on/off button (reserve)
VESA (100 x 100) panel mount

Industrial-grade Physical Hardware (NMS-500)

5 10/100/1000BASE-T Gigabit Ethernet RJ45 ports

1 2 USB 3.0 port for configuration backup and restoration

1 RS232-to-RJ45 console port (115200, 8, N, 1)
Dimensions: 430 x 200 x 44 mm (W x D x H)

Weight: 3kg

Power: AC 100~240V, 50/60Hz to DC12V 5A max. adapter

Physical Specifications (NMS-1000V)

Storage 2.5" 32G SATA3 HDD

Touch LCD Size NMS-1000V-12: 12.1" TFT-LCD

Resistive Touch Window

Touch Type Projected Capacitive Touch

Display Resolution NMS-1000V-12: 1024 x 768

Display Luminance (cd/m?) NMS-1000V-12: 500

('?flfR'/"’:;’ Viewing Angle 15 1000v-12: 160(H)/140(V)

Display Contrast NMS-1000V-12: 700:1

Display Backlight Lifetime

NMS-1000V-12: 30,000 hrs.
(hrs.)

Resistive Touch Window: over 80%
Projected Capacitive Touch: over 90%

NMS-1000V-12:
319 x 51.7 x 245 mm

Light Transmission (%)

Dimensions (W x D x H)

Weight NMS-1000V-12: 2.9 kg

Enclosure Aluminum Die-casting Chassis

DC IN 9~36V
60W adapter 12V 5A with terminal block
AC 100~240V, 2.0A, 60~50Hz.

Power Requirements

NMS-1000V-10:

NMS-1000V-10:

NMS-1000V-10:
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10.1” TFT-LCD

1280 x 800

NMS-1000V-10: 350

160(H)/160(V)

NMS-1000V-10: 800:1

NMS-1000V-10: 40,000 hrs.

NMS-1000V-10:
285 x 49 x 189 mm

NMS-1000V-10: 2 kg
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Applications

L

Intermet
(London) '?EQ

UNI-NMS Server

Intemet
(Tokyo) -
Sy
Internet
(Taipei)

DMZ
Industrial Router

External Authentication Server
Server (Web/FTP/mail) TFTP Server

PoE Switch

PoE Switch
UNI-NMS Agent

“ Single Moda Fiber 10km

Media Converter Chassis Media Converter


https://www.planet.com.tw/en/products/wireless-lan/wireless-ap-controller#outdoor-managed-ap
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Front & Rear Panels (NMS-1000V)

Front Panel Power LED ( )
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Front & Rear Panels

Back Panel

e )

H

9-36VDCIN g S8@ *Just connect NMS-1000V DCIN to turn on system.



Front & Rear Panels

Bottom Panel

*Audio Line Out USB Port *COM1 *COM 2

HDMI

+ - LAN1~2 Ports

* Function reserved

¢
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Front & Rear Panels (NMS-500)

Reset Button

Power USB Port

yuﬂmmnnu

JON:! OLE use 3o

Console Port l
12V DC IN LAN1~5 Ports 12
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Device Setting

NMS-1000V (NMS-500)

RJ45/UTP Cable q

Managed PoE Switch

IP Address:
192.168.1.100

Switch: Log in to the Switch’s Web User Interface and refer to the picture below to enable the SNMP and
LLDP function as shown in Figures 1 and 2.

AP: Log in to the AP’s Web User Interface and refer to Figure 3 below to configure the AP to “Managed AP".
Then, click “Apply Change”. To support SNMP AP, enable the SNMP function.

IP Cam: The ONVIF function is enabled by default.

13
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Device Setting

(P PLANET

WGSW-24040R

» Management
« SNMP

+ System Cunﬁgure_ltmn |

» System Information gine 1D F00020000300304554427
+ SNMP Trap Configuration

SNMP System Configuration

+ Trap Source Configuration
» SNMPv3 Communities

» SNMPv3 Users (Figure 1)

Apply || Reset

» Port Management

I Aaqregation LLDP Configuration
» VLANS LLDP Parameters
» VLAN Translation
» Spanning Tree Tx Interval |30 seconds
» IGMP Snooping Tx Hold |4 times
» MLD Snooping Tx Delay |2 seconds
» MVR Tx Reinit |2 seconds
v LLDP
» LLDP Configuration LLDP Port Configuration
» LLDP Neighbors
» LLDP-MED Configuration Optional TLVS
- uoero neonoers [ L e Il e e o
» MAC Address Table * || Enabled v
» Loop Protection 1 rd rd ") 7|
» UDLD 2 || Enabled v 7 7 4 '
» GVRP 3 || Enabled v v v v v
4 || Enabled ¥ v v v v (Figure 2)

14



Setup Menu:

* Operation Mode
»> Setup Wizard

> WLAN1 (5 GHz)

Device Setting

Operation Mode

ation is used to ¢

AP Operation mode ¢

Standalone AP

s

In Mode Standalone AP, the AP acts as an individual AP in the
network, and you manage it by using the Administrator Web User
Interface (UI), or SNMP.

e the d AP administrative mode.

O Managed AP

In Mode Managed AP, the AP is part of the PLANET Wireless
AP controller System, and you manage it by using the WAPC
Wireless Switch.

| AP Controller IP Address |0.0.0.0

(Figure 3)

-

/

PLANET

Networking & Communication
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Username: admin

Password: admin

e.g. By NMS-1000V

Logging in NMS

(P PLANET

Networking & Communication

Universal Network Management Solution

A smarter way fo centrally manage all network devices | NMS-1000V

PLANET

" Metworking & Communication
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Remote Logging in NMS

Open Chrome/Firefox to log in the NMS.( Default IP: https://192.168.1.100:8888)

Please use Chrome/Firefox to get fully supported. (Ul Resolution 1280 x 768)

Privacy error X +

= C Y A Notsecure | https//192.168.1.1

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.100 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

1. Press the “ADVANCED” button

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.100; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

2. Press “Proceed to...”

Proceed to 192.168.1.100 (unsafe)

17
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Account Modification

Steps to modifying account:

¢ 1. Please key in a new account, except using "admin"

¢ 2. New Password must include at least 1*[a~z], 1*[A~Z], 1*[0~9], 1*[~, |, @,

contain at least 8 characters.

@ PLANET
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..., W/0 "?"] and must

Account Modification

MNext

B8 admin123 |
28 [1qaz10A7 % |
RetvDe PassSwWord ‘...| ) @|
*Please key in a new account, except using "admin”
New Password must be included at least 1*[a~z], 1[A~Z], 17[0~9], 1°[~, L @, ..., wio "?"]

19
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IP Configuration Setting

¢ 1. Select “Static IP” or ” DHCP Client” for IP configuration setting.
¢ 2.IP status is shown in real time.

*If you want to use the SMTP Alarm function, you must at least enter one DNS server.

IP Configuration Setting
I N R S
y N
1P Address fIRIRET Y 10.1.0.199
Subnet Mask |255.255.254.n | 255.255.254.0
Default Gateway JITREELN || 10.1.1.254
ons server1 (IRER || 10112
DNS Server2 \(IRRIE ) 10113
>
Back = Next




SNMP Preference Setting

¢ 1. Select Region for AP Control ( ETSI or FCC).

¢ 2. And enter the RO/RW Community for device’s SNMP.

.

PLANET
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*Select Region for AP Control { ETSI or FCC )

SNMP Preference Setting

RO Community

W Community

ETSI v

Configuration

|public

|private )

Back Next

21
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Devices Discovery

1. Press the Search button to discover PLANET devices.

¢ 2.Give acheck to a box and press the “Add” button to add a device to the NMS system.

*

3. Press the Finish button to leave the Wizard mode and finish the start-up setting.

I E——

(] Media Converter 10.1.1250

O 2 Media Convarter N/A 10.1.1.252 WPS

O 3 Wireless WNAP-C3220E 10.1.1.247

O 4 Wireless WHNAP-C3220E 10.1.1.240

O 5 Wireless WNAP-C3220E 10.1.1.248

O 6 MNIA GS-4210-48P45 192.168.1.131 GS-4210-48P45
H 7 NIA WGESW-28040 10.1.1.220 Default Location

(] 14 NiA VIP-1010PT 10.1.10.67 HD PoE IP Phone(1-Line) -

Devices Discovery

m . Filter by Content Q

4,

C o Ce

22
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Home Page - Dashboard Ul Structure

40 80 10 @)\ 9uh | &) OB £ O

Device Type Summary Zero Filter: m

Traffic
7 ' Industrial Automation 3
i 2 100
2 3/4/2020 12:35:30 PM
Mbps

20 () wircless(AP) 5 : Mbps

2

Py ] 1 »
12:00 1230 1300 1330 1400 1430 15 00 15:30

WAN 1 >

24
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Main Dashboard - Description
ftem |  Description | Remaks

Device Status Summary

System Menu

Local Site Information

Device Type Summary

History Graph

Popup Alert Message
Window

1. Roughly shows the system status:
Current devices online (total online), clients (total active clients), device groups (total groups)
2. Click the PLANET Logo to connect to PLANET Web site.

From left to right:

Dashboard: Provides the whole system view and wireless network status

Domain: Discovery / Device List / Topology View / Event / syslog page

Advanced Graph: future feature

AP Control: 1. Preference, 2. Profiles, 3. Control, 4. Map It and 5. Statistics

Refresh

System Configuration: Alert configuration, Date and Time, Interface, IP, Account, Wizard setting
Network Services: 1. Planet DDNS, 2. DHCP Server, 3. SMPT, 4. SNMP Agent, and 5. RADIUS Service,
Maintenance: System upgrade, backup and restoration, factory default, system setting.

Exit: Click to opt for the logout, reboot or shutting down of the system

O N R S

1. Switch status, 2. Router status, 3. Access Point status and 4. Total PoE status,
*Click Device type button to filter each type of device via device list.

Show the real-time total quantity of devices under different types
Show the history graph of WAN traffic / total PoE usage and budget

Open to show the system event instantly

25
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Dashboard - Local Site Information

Local Site Information: In this area, you can view 1. Switch, 2. Router, 3. Access Point online/off status and 4. Total PoE usage and

budget status.

Click the Router “>” button to see the WAN real-time traffic throughput of Mbps, Kbps... Click the Router “<” button to go back to

status.

Dashboard

-lL Router ;) Wireless AP ’ PoE

14 =~

Total Usage

360 -

Total Budgei

omch Router | ¥ pPoe

. 12 =

Upload Total Usage

7132 - 360 -

Download Toial Budget




Dashboard (Home)

~  Click the Device type button to filter each type device via device list.
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Dashboard

;) wireless AP

3

Online Online

0 0

¥ roE
14 ~

Total Usage

360

Total Budget

@ PLANET 7 00 @2 ol al @l & ok

NMS-1000V Device(s) Client(s) Group(s)

IRl Topology View Total: 7, Online: 7 | Switch,Industrial Switch,Me Q m

=[] st | e | o P s | Doinpsrton | Aot | pton|

IE L2+ Managed PoE+ =
@ e ad:f7:e0:62:31:80 Industrial Switch 1GS-5225-6P45 v3.440b200331 192.168.1.180 Switch ﬁ é m
. ~ L2/L4 Managed PoE (-] -
@ 6 ad:f7.e0:65e5el Switch GS-4210-8P28 v2.305b200330 192.168.1.148 Switch 1 = é m

r

Switch: Click the “Switch Button” to filter
the type of Switch, Industrial Switch, and
Media Converter.

Router: Click the “Router Button” to filter
the type of Router.

Wireless AP: Click the “Wireless AP Button”
to filter the type of Wireless (AP). 28
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Dashboard - Device Type Summary

Device Type Summary : Show the real-time total quantity of devices under different types.

Open the “Zero Filter Button” to filter the 0 quantity of devices type not shown. If this function is closed, you can see all types that
NMS can manage.

Click the Device type button to filter each type of device via device list.

Network Summary Zero Filter: m Network Summary Zero Filter:
— Switch 1 i I""I Industrial Switch 1 h Switch 1 b VolP 0
L"—:j IP Camera 1 ' Router 1 'ﬂ If.l Industrial Switch 1 2:; IP Camera 1
{J Wirsless(AP) 3 ' Media Converter 0 |- IP Power O
’ Router 1 (J Wireless(AP) 3
g Industrial Automation 0 A Unknown 0

29



Dashboard - History Graph

History Graph: Show the history graph of WAN traffic / total PoE usage and budget.

@ PLANET
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Press the “WAN” or “PoE” sheet button to change the type of history graph. Press the “Interval Button” to change the interval for
day, week, or month. Then you can see the WAN traffic / total PoE usage and budget.

History Graph

WAN PoE
30MB
25 MB
20 MB f“
\l
= 15MB |
g 2020/5/14 _F5-1:00:00
10 MB H Total: 19.45 MB
Rx: 19.25 MB
5M H . n
W Tx: 197.53 KB

History Graph

514 5114 5114
1 4 ]

1 Day v WAN POE 1Day v
1 DEI}' 500 W
m [E PoE Usage [ PoE Budget
1 1 Month
1 400 W
© 300 W
o
o
w
D 200 W
‘g 2020/5/14 _F479:45:00
& PoE Budget: 360 W
AT}
i POE Usage: 12.40 W
5114 5114 5114 514 5014 514 5114 5/14 5/14 5/14 514
20 23 1 4 6 9 12 15 17 20 23
Time (hr)

*Moving finger or mouse cursor on graph can let you see the detailed information.

30
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Popup Alert Message : Click the “Message” icon (No. 1) to show the last 30 system events in popup window.

The last event will be shown on the top page; press the X ” icon (No. 2) to close each message.

Footer - Popup Alert Message

NMS-1000V

Dashboard

Network Summary

G Switch

m Industrial Switch
. Media Converter
' Router

0

0 0

Device(s) Client(s) Group(s)

b VolP
g7 IPCamena

P Power

¢ ) Wireless(AP)

Zero Filter: History Graph

0

0

WAN PoE

50MB

40 MB

30mMB

Traflic

20 MB

10 MB

5/14

5/14

5114

Alert Message

Connect
Industrial Switch
1GS-5225-8P4S

192.168.1.180
a8:7.e0:62:31 802

10:05:00
Disconnect
Industrial Switch
1GS-5225-8P4S

192.168.1.180
agf7:e0:62:31:80

09:18:00
Connect
Industrial Switch
1GS-5225-8P4S

192.168.1.180
agf7:e0:62:31:80

09:18:00

Disconnect

Industrial Switch

1GS-5225-8P4S
192.168.1.180
agen62:3180 ]

.

PLANET

Networking & Communication
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Discovery

¢ Press the “Domain” icon (No. 1), and then press Discovery (No. 2) and Search (No. 3) to find the managed APs
and continue other settings.

1.
@ PLENeT 39 0 0 o@&cu-0- £ 0.

NMS-1000V Device(s) Client(s) Group(s) 3
Device List Topnlogymmv Total § Add All Filter by Content Q
Do Osrpion

] 00:30:4r.a0:00:88 Unknown HDP-1261PT 21244127 192.168.100.78 PLANET HDP-1261PT

(] 2 a8:f7:e0:00:88:87 Media Converter IGT-900-2T25 v1.440b220912 192.168.100.47 |E Managed Converter ?

(] 3 00:30:41.20:00:44 Unknown VTS-T00WP 21243134 192.168.100.82 PLANET VTS-700WP %

[m] 4 a8:7.e0:00:8b:11 Wireless WDAP-W1800AXU v1.2102b230519 192.168.100.77 Indoor 1800AX Wireless AP %

O 5 ag:f7:e0:90:bf.a5 Industrial Switch BSP-360 v3.253b220526 192.168.100.195 BSP-260 ?

~  Support Authorization: If “

the devices support MQTT § Supported
protocol, the status will 2, Not supported
show “Blue Key”. °
] Managed by the other NMS

34
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Adding Devices to List

¢ Select devices (No. 1) by checking the boxes, and then press the “Apply” icon (No. 2) to add devices to
management list.

2.

LGS Device List  Topology View Total: 5 Refresh

00:30:41:a0°00:88 Unknown HDP-1261PT 21244127 192 168 100.78 PLANET HDP-1261PT

Al v Filter by Content Q

Support Authorization

Device Description

2 ag7:e0’00:88:87 Media Converter IGT-900-2T28 v1.440b220912 192 168.100.47 IE Managed Converter
3 00:30:41.20:00:44 Unknown VTS-700WP 21243134 192.168.100.82 PLANET VTS-700WP
4 a8:f7.e0:00:8b:11 Wireless WDAP-W1800AXU v1.2102b230519 192.168.100.77 Indoor 1800AX Wireless AP

5 ag:f7.e0:90:bf.ad Industrial Switch BSP-360 v3.253b220526 192.168.100.195 BSP-360

=0 50 50 =0 o

35
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Manual Add Devices to List
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Press (No. 1) “+” button to manual add device and enter the devices info., then press the “Apply” icon (No. 2) to
add devices to management list. If the PLANET devices is in different sub-net or VLAN, it still works.

@ PLANET

NS - 1000V

39 0 0

Device{s) Client{s) Group{s)

] - R
mm e paaes “

] 00:30:4f.bd:22:66

U O

Camera ICA-M3580P NiA

00:55:b1:ff:8b:73 Switch SGS-6310-24T4X Version 100687

Manual Add Back

Manual add device
L LL LN (IPOE-1735

[ .

Firmware Version |
m I

Web Protocol \)HTFP @HTTPs
[ HTPsPortflm
|

® ¢

.

192.168.100.114

192.168.100.45

&l @ F ok

Filter by Content

ICA-M3580P

S5GS-6310-24T4X

Reset

Required fields: Include

Model No., IP Address, MAC Address

Suggested input fields:

Firmware Version

36
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Device List and Topology View

Press “Device List” to see the device status.
Press “Topology View” to see the domain network topology after one minute.
*¢If you do not see the topology, please check devices to enable SNMP and LLDP function.

Discovery Topology View Total: 7, Online: 7 Filter by Content

Authorization Status: If the devices

nmm e e -
00:30:47.00:06:45 IP camera ICA-3460V 192.168.1.177 PLANET e = Su pport MQTT prOtOCOI and are
@® 88.0c.96:56.7c:84 Wireless WBS-5024C 1.00.11 192.168.1.172 WBS-5024C e =M .
= = managed currently with NMS, the
’
@® 8c:66:20.00.00:46 Wireless WNAPW2201A | v13465D170926  192.166.1.195 WNAP-W2201A < =28
WoAP-CT200E- . N authorization status  will show
) _—
@® 38.17.e0:65:41 7a Wireless WDAP-CT200E BuMcROR0RZ 1517 192.168.1.129 C72008_2F 2 =2 " B
Green Key”.
@ a8:f7:20:60:27b Router IVR-100 V119070200428 19216811  TUANETIVRI00VPN e =2 H
ateway ] =
@ aBTe0623180  Industrial Switch  IGS-5225-8245 | v34406200331 1921651180 ' L% Managea ok T =P H
@ 28:17:€0:65:e5:¢1 Switch GS-4210-8P25 | v2.305b200330  192.168.1.148 24 “gfafc%e“ PoE 9 =P H Key “
: ? Managed
Discovery  Device List Totat 28, Online” 28 q
?E) Not supported
- ?Fi\, Managed Fail
-
s g g, ? Managed by the other NMS
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Device Identification

¢ Press the “ldentification” icon to modify the device description, type, and devices’ detailed information.

Total: 38, Offine: 10, On
Discovery Topology View ot ne nine 4 Filter by Content Q

n@m MAC Address Dewce Type Model No P Address Device Descnpuon

Action

O 6 % 00:30:41bc:asch VolP ICF-1800 14.0.1.41 192.168.100.74 ICF-1800
O e % 00:30:41bd:22:66 Camera ICA-M3580P NIA 192.168.100 114 ICA-M3580P D
O e 00:55:b1.T8b73 Switch SGS-6310-24T4X Version 100687 192.168.100.45 SGS-6310-24T4X
%
O ® 9 64:9d°99:11:68:34 Switch SGS8-5240-24T4X 120 192 168.100 .46

5GS5-5240-24T4X

Home > Site > Management > Identification

Apply Back Reset

~ Diagnostic Device Function Button: If the
| DeviceDescripton ISR |
| Device ype |G g
| Usemamelf] 7
| Password ]
Web Protocol J@ =IO my=4
| meseonfid )
[ Lowion]

devices support SNMP protocol and cannot

respond to the broadcast requirement, press
this button to change the NMS function by
unicast.

Remarks: Executing this function will

e

Diagnostic Device Function

increase the CPU loading of NMS.

38
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Device Information

¢ Press the “Device Information” icon to use the virtual panel function of the switch.

(~] ? ad:f7-el:6f.Te:ad Switch G5-6320-24UP2T2XV v2.2112b230704 192.168.100.10 GS-6320-24UP2T2X(v2) E = & E
® ? ad:7:e0:74:44:91 Industrial Switch 1GS-5225-8P252X v3.440b230619 192.168.203.12 1GS5-5225-8P252X E = & u
® ? ab:f7:e0:88:00:23 Industrial Switch 1G5-6325-8UP252X v2.2112b230807 192.168.201.33 1G5-6325-8UP252X(v2) E = & ]

GS-6320-24UP2T2XV @ § Uptime:16 days 7 hours 33 minutes 9 seconds > Virtual panel function : On this
« G5-6320-24UP2T2XV

page, can monitor and control

2 4 [ 8 w12 14 18 18 20 22 24 26 28

the switch.

System Traffic PoE Port B Save Configuration

PoE Usage: ERPS: OFF st (Ead

LLDP: m
86W snve: @)

Uplink Port: 25, 26 E Device Type: Switch IP Address: 192.168.100.10 L["
Data Rate: T Firmware Version: v2 2112b230704  Subnet Mask: 255.255 255.0
‘¥ 1.52KB MAC Address: a8:f7:e0:6f Te:ad Gateway: 192.168.100.1

4+ 12.61 KB
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Networking & Communication

Device Information - Virtual Panel

_ - ]
GS5-6320-24UP2T2XV @ i Uptime:16 days 7 hours 33 minutes 9 seconds

« GS-6320-24UP2T2ZXV

4 ] 8 o0 12 14 16 16 20 22 24 26 28

-------------- srsrseres -

9 1 27

GS-6320-24UP2T2XV O ? Edit: Configure the Switch System Name in SNMP.

« GS-6320-24UP2T2XV - - -
System Information Configuration

Edit

Default C{:nladl
GS-632U—24UP2T2XV|
Default Locatinn|

System Contact

Configuration of System Description System Name
System Location
System Description |GS-5320-24UP2T2XV |

Apply Reset Close

System Tri

o PN il




Device Information - System

System Traffic PoE Port

PoE Usage: ERPS: OFF STP:

LLDP: ﬂ'_j.
snvP: @)

PoE Usage: Show total PoE usage power
ERPS: Show ERPS Ring status.

LLDP: On/Off LLDP function

SNMP: On/Off SNMP function

STP: On/Off STP function

Save Configuration: After configuring the switch, press the button to finish the save configuration.

- e s ils hilelsl
t 19:—;-& Configuratio

@ PLANET

" MNetworking & Communication

H ve Configuration
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Networking & Communication

Device Information - System

Uplink Port: 25, 26
Data Rate: ‘ 1.52

4 Device Type: Switch

Firmware Version: v2.2112b230704
MAC Address: ad:f7.e0:6f7ead

IP Address: 192.168.100.10
Subnet Mask: 255255255 ()

EN

Gateway: 192.165.100.1

~~ LAN Configuration: To configure LAN IP, subnet mask, and

7 Uplink Port: To configure the Uplink Port by edit icon. default gateway by edit icon.

Edit LAN Configuration
: ) A
taRate: § 1.52 KB TR LAN Configuration
4 12.61 KB

[192.168.100.10 |
m [255.255.255.0 |

[192.168.100.1 |
Press keyboard “Ctrl” to do multi-selections.

Apply Reset || Close Apply Resst Close

Data Rate: Show

Uplink port upload&

download traffic.
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Device Information - Traffic

Traffic: On this page, you can see the traffic history graph of TX/RX on uplink port by selecting hour, day, week or month.

.- Cava (Cranfin e
H =daveé Lonnguraton

System Traffic PoE Port

Uplink Port: 25, 26

& MEB

5MB Hour
4 MB
. Day
o ¥
= 3MB
i
— 2MB Week
1ME — ]
) ) Manth
11723 19:00 5 10 15 20 25 30 35 40 45 55
Tx Rx
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Device Information - PoE

@ PLANET

-~ MNetworking & Communication

PoE: On this page, you can see the total PoE history graph of PoE usage/PoE Budget by selecting hour, day, week or month.

System

Watt

Traffic PoE Port

200 W

11113 20 21
i PoE Usage m PoE Budget

H Save Configuration

Hour
Day
Week

Maonth

25
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Networking & Communication

Device Information - Port

Port: On this page, you can manage each port on the switch.

Systam Traffic PoE Port I save Configuration
M  Port1:  5GS-6310-24T4X VLAN:1 Mode: Access  Speed:1G PVID: 1 I -
G Trefic ) 0B4 464KB PoE: (#,PD Alive Check: o
WGS-5225-
@  Portz §To5y Fht VLAN:1 Mode: Access  Speed:1G PVID: 1 i
m Traffic: J} 0B f 464KB PoE: LIIPD Alive Check:
WGS5225-
[ Port3: BP2SV. Flat VLAN:1 Mode: Access  Speed:1G PVID: 1 A
€D afic \ | 102B4 475KB PoE: (#;PD Alive Check: o
@  Ports VLAN: Mode: Speed: PVID: I
Co Teffic PoE: [#}PD Alive Check: i
M  Ports VLAN: Mode: Speed: PVID: i
a:) Traffic: PoE: (#; PD Alive Check: il
[  Porte:  IGT-900-2T25 VLAN: Mode: Access  Speed:1G PVID: 1 i
CH) Tefic) 0B4 464KB PoE: (#,PD Alive Check: L
Port7:  A10 VLAN:1 Mode: Access  Speed:100M PVID: 1 I
CX Twiic§ 0B4 464KB PoE:( 13W/95W (1%) [#]PD Alive Check: i




@ PLANET

" MNetwarking & Communication

Device Information - Port

D Port 1: Port Description |j

™ Shows per port connection status, port disable, or PoE in use.

m Press the On/Off button to enable/disable port.

Disconnected

| Connected

VLAN: 1,24

@@  Trafficc § 80 Mbps 4 30 Mbps  PoE: §

SWI30W (50%)

Speed:10/100 PVID:1

’ .
E_, PD Alive Check: Enable

Port 1: | Port Description

Traffic: § 80 Mbps 4 30 Mbps  Pc

Port description edit by “T” icon.

Port download & upload traffic.

VLAN: 124 Mode: Hybrid Speed:10/100 PVID:1

Shows Port VLAN, Mode, Link Speed and PVID
info.
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" MNetwarking & Communication

Device Information - Port

D Port 1: Port Description |E VLAN:

@@  Trafficc § 80 Mbps 4 30 Mbps  PoE:

: olls
PoE: s SWI30W (50%)
Traffic:
Shows Port PoE usage, budget or health (%)
EI PD Alive Check: Enable
&=
Shows Port PD alive check status.
e

1.2

A Mode: Hybrid Speed:10/100

F30W (50%) EI PD Alive Check: Enable

PVID:1

Press icon to show port traffic and PoE history graph.
PoE:
80 KB 150 W
70 KB
125 W
60 KB
P 100 W
50 KB b=
40 KB = T5W
=
30 KB
s0W
20 KB
25W
10 KB
11-'232000.5 ) 1D. 15 200 25 30 35 40 45 50 55 1123 20:00 5 10 15 20 25 30 35 40 45 50
m Tx m Rx ® PoE Usage m PoE Budaoet
Get IP camera snapshot via switch ONVIF function.
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1

AP Control Ul

Home » Control > AP Management

28 14 0

Device(s) Client(s) Group(s)

Main Menu

Total: 3, Online: 3 @

WNAP C3220E -AP-

¢

— Structure & Description

AP control icon

S @~ @ Ay | 86512) @ Fiter by Context | Q

® a8 17°e0:48:10:92 Wireless
@ ® 28.7.20:48.10.95 Wireless
=] ® a817:¢0°48:10'98 Wireless

WNAP-C3220E
E!ullt1201 8081 31 3331 T

WNAP-C3220E-AP-

10.1.1.247 = a &

WNAP-C3220E FCC-V1.0- 10.1.1.240 = o
Build20180813133317
WNAP-C3220E-AP-

WNAP-C3220E 101.1.248 = @ &

FCC-V1.0-
Build20180813133317

tem | Description | Remarks

1  Preference
2 Profiles

3  Control

4 Map It

5 Statistics

AP and AP group management

Edit region, RO community, RW community

Set up SSID, Radio ( 2.4G, 5G ) Profiles

Edit the map of AP location and coverage

Show the statuses of managed APs and active clients

PLANET

Networking & Communication

50



PLANET

—~" Netwarking & Communication

Main Menu — Preference

@ PLANET 28 14 0 @ Qa2 o B-0-pl0-

e =
Einiversal WM Device{s) Chent(s] Group(s)

K Preference W Profiles- @ control= | @ Mapht A Suatlstics

Heme = Edit Preference Apply Reset

[Preference]

Preference: On this page, you can choose the device region of FCC or ETSI.

Then edit SNMP RO community and RW community for public or private use. (Set up for all devices, not only for APs)

Select Apply or Reset.

Noted: Device of FCC and device of ETIS cannot be shown at the same time.
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* Preference @ Search i Profiles »

Home > S$SID Profile » SSID

@ Control »

@ PLANET

Networking & Communication

Main Menu - Profiles

(10

128)

@

—-_—_ Sient (soiaton “

WEBS-502N
2 WBS-502N
3 WBS-502N
4 WBS-502N
5 WMAP-C3220A
i} WNAP-C3220A
7 WNAP-C3220E

8 WNAP-W2200UE

9 WNAP-W2200UE

10 WNAP-W2200UE

Total Profile: 10

[Profiles]

GF Customer
Etest 502N
PLANET 7F

Test 502N
3F_C3220A

Test C3220A

Test C3220E

1F_W2200UE
PLANET 7F

Test W2200UE

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

® map it A statistics
e Filter by SSID Name Q
WPA-Mixed Personal (Pre-Shared Key) Enabled
WPAZ Personal (Pre-Shared Key) Disabled
WPA-EAP Enterprise (RADIUS) Enabled
WPA Personal (Pre-Shared Key) Enabled
WPAZ Personal (Pre-Shared Key) Enabled
Disable Disabled Disabled
WPA-EAP Enterprise (RADIUS) Disabled
WPA Personal (Pre-Shared Key) Disabled
WPAZ Personal (Pre-Shared Key) Enabled
WPA2 Personal (Pre-Shared Key) Enabled

BEOWEOHE b OMEONE WM Y

Bk 6 Bk Bk B B Eb BF Eb Bb

Profiles: On this page, you can create the SSID and
2.4GHz/5GHz profiles for further AP provisioning.

SSID Profiles: Click the “Add new profile” button to
add a new SSID profile.

Radio Profiles: Click the “Add new profile” button to
add a new 2.4GHz radio profile or 5GHz radio profile.

You can create up to 32 profiles for each type of
profiles (SSID, 2.4G radio, 5G radio).
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@ PLANET

" Metwarking & Communication

Main Menu - Profiles

K preference | (@) search | [ Profiles~ | @® Control- | @ Mapit A statistics

Home > SSID Profile > Configuration Apply Back Reset

SSID Profile Configuration

‘

WBS-502N

SSID Configuration
Sl (PLANET 7F

Ciient Isolation BIHENERRY
4094 {3 to 4094)

Security Configuration

SoR 0 [WPA-EAP v
Authentication Mode JISNEYECR G IVE]

RADIUS Server I Address I TINIERI
RADIUS Server Port i

RADIUS Server Password TS Fgd

[SSID Profile Configuration]

On the SSID profile configuration page, enter the value that
you preferred and then click “Apply” to save the profile.

5 Add new profile: Click it to add a new profile.

i Delete selected item: Click it to delete the
selected profile.

5= Edit: Click it to edit the profile.

i Delete: Click it to delete the single profile.

Filter: You can filter the search result by entering the keywords

in the field next to the magnifier icon. The keywords include:
SSID Name
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@ PLANET

" Networking & Communication

Main Menu - 3/Profiles

Krpretorence | @) search W Profiies. | @ control. @ Mapr | Statistics | On the Radio profile configuration page,

Home > Radio Prafile » 24GHz > Configuration Apply || Back | Reset enter the value that you preferred and

Raiko Frofie Confursion then click “Apply” to save the profile.

LSRN | WNAP-CIZI0A v

P—— Apply: Click this button to save the

est~2 4G c3220A

11big/n mixed mode Settings.

40MHz »

Back: Click this button to return to the
previous page.

Reset: Click this button to reset all
fields to default value.

[2.4GHz Radio Profile Configuration]



@ PLANET

" Networking & Communication

Main Menu - 3/Profiles

K proteronce ([ search | W Profies~ @ controle | @ mapn A Statistics

Home > Radio Profile > 5GHZ > Configuration Apiply Back Reset

ey Prefile: Canfigrataon

N (Wess0aN

50 502N

11ain mixed mode »

[ Channe Bandwiah JEGDITE]
e TR
0% v
Chierd Lirvt A (0 fo 64
55 (-95 to -65) dBm

[5GHz Radio Profile Configuration]

Remarks:

1. Strongly suggest you to keep the
values as default except the fields like
Network Mode, Channel
Bandwidth, Tx Power, IAPP, and Tx/Rx
to prevent any unexpected error or

Channel,

impact on the performance.

2. WMM Capable is not allowed to be
disabled.
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@ PLANET

" MNetwarking & Communication

Main Menu - Control

% Proference | (@ Search | BN Profiesy | @cContraly | © Maph | Statistics Control: On this page, the system allows you to control the
Home » Cantrol > AP Management 8 & 0- & | ooy Q @ AP or AP group with specific actions.
ne @ Ofine @ Disable
UWM@ AP Management: Go to this page to control single AP or
@ o ® multiple APs.
® E

AP Group Management: Go to this page to create multiple
APs as a group or control AP group.

Filter: You can filter the AP list by entering the keyword in
the field next to the magnifier icon. The keyword should be

Total 3, Ofine: 1, O 2 in any context that belongs to the fields like AP Group, MAC
[Control - AP Management] Address, Model, Version, IP Address, and Name.

Apply: Click this button to apply the setting. The profile

setting will not take effect until you click the “Apply” button

on the Control’s main page.




@ PLANET

* MNetworking & Communication

Main Menu - Control

Status: Action:
@ @® @ Connection status: online, offline, Wi-Fi disabled 5= Setting: edit setting and allocate profile to AP
m==m=| In progress: action in progress & Link: link to the AP’s web page
v Finished/Successful: action finished and successful. @ Firmware Update: Upgrade AP’s firmware
¢ Failed: action failed. «&*  Reboot: Reboot the AP
i Delete: Delete the AP from the control list
7Q®  LED Control: Control the AP’s LED.

Mouse-click in a sequential order:
LED blink-> LED off-> LED on
Remarks:
To configure multiple APs at one time, select multiple APs and then choose one of the action icons on the top of the page.

The "Link" action is not allowed for multiple APs.
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" Networking & Communication

Main Menu - Control

3 Preference | (@) search | W Profiles» | @ contrale | @ Mapit A statistics

Home > Control > AP Management > AP Configuration Apply  Back || Reset

AP Information

PR 28:f7-e0:16:05:00 DHGP Mode 5k 114 Static
et ] WNAP-C3220A 1 A 192.168.1.4 162.168.1.4
SN O day 3 hour 44 minute 58 second EVAYTEEY 255.255.255.0 2! 255.255 255.0
EVEEEY 192 168.1.1 Clone >> 192.168.1.1
Disable Enable

‘H

L=y 0.0.0.0 10.7.10.1

UPNP Enatle [IEETTY Enable

v
ssin 1 ERRI 3 Disable v
Test C3220A v . Disable ¥

E=k] | Disable v Disable ¥

Dizable v Dizable v
=l | Disable v Disable ¥
Lol | Test~2.4G c3220A v Dizable v

[AP Configuration]

Procedure of configuring AP’s setting:

Edit the basic AP Information.

Click the “Clone >>" button if you want to use the same IP
configuration as the previous LAN settings. Otherwise, please enter
the preferred LAN setting.

If there are already profiles created, you can designate the SSID
profile and Radio profile to this AP. You can do this step later once
AP’s basic setting is done

On the AP Group Configuration page, you can create an AP group with the same model of AP.

Save: Click this button to save the group/setting.
Back: Click this button to return to the previous page.
Reset: Click this button to reset all fields to default value.

Remarks: The system allows to create up to 32 AP groups.
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Main Menu

K preference | (@) search | W Profiles~ | @ control- | @ mapit A Statistics

Home > Control > AP Group Management E K Aoy

I O _

2200UE G 2200UE Group [+
[+]

B, B,
Eb Eb

2 32202 G1 C3220A GROUP =

[3/Control - AP Group Management]

Q

Remarks:

@ PLANET

" MNetwarking & Communication

— Control

On the AP Group Management page, you can create AP
group and control one or more AP groups.

i Add new group: Click it to add an AP group.
. Delete selected item: Click it to delete the
selected AP group.

Apply: Click this button to apply the setting. The profile

setting will not take effect to a group until you click the
“Apply” button.

To do profile provisioning to multiple AP groups at one time, select multiple AP groups, and then click the “Apply” button.

The "Link" action is not allowed for multiple APs or AP group.



@ PLANET

" MNetwarking & Communication

Main Menu - Control

Home = Conirel > AP Managemeant a S D B Apey Q

Qo @0t @0: Action:

d@a Q

= = 5= Setting: Edit setting and allocate profile to group
e 3. Z2ead0n
2 zeBCTH Firmware Update: Upgrade AP group’s firmware
b o & Reboot: Reboot the AP group
i Delete: Delete the AP group from the control list
HQ® LED Control: Control the AP group’s LED.
Procedure of profile provisioning to AP groups: Mouse-click in a sequential order:
Select the AP group. LED blink-> LED off-> LED on

Click the “Apply” button.

Go to “3/Control-> AP Management” to check whether the
status is becoming “In progress”. Wait until the status
comes “Online”.
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" Networking & Communication

Main Menu — Map It

YN N N PRSI T Pa—

[Map It]

Map It: On this page, the system allows you to upload your
floor map to the system and you can add managed APs to the
actual position against the floor map. This is convenient to
user to view and adjust the actual deployment by reference
to its real transmission power and channel allocation.

The system allows user to upload up to 10 floor maps.

*Please use mouse to use this function.

A system message will prompt to remind you to edit map first if
there is no other map available in the system. Click “OK” to
continue.

192.168.1.100:5888 says

Please edit map first

On the Edit Map page, click “Choose File” and enter the map’s
description. Then click “Apply” to upload the map.
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€ PLANET

king & Co

Main Menu — Map It

~ After finishing map uploading, you can click the sidebar at the left-side of the window to expand the AP list.

20m
L

a0m
L

K preference (@ Search I Profiles ‘ @® control~

@ maptt

o s |
Edit Map Save PLANET v
100m 120m 140m
| |
100
== % L K preference | (@) search | B Profiles- | @ Control- | © mapit |,J‘seaﬁsni¢= |
= | !
[ | 5 | Description | A Edit Map Save PLANET v
T @ WNAP-C3220A @ 20m 40m 60m sam 100m
0 | | | | |
2 @ WNAP-C32204 = =
i - 4 | 100 [
3 @ WBS-502N @ : . e
=i =
; “
= \..’ I i
= i
o - il B
k| il f—=
AP Group 1
]
Band b
F
Transparency E H=
| FE=
Scale 3
1:15.625m Set antm
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@ PLANET

Networking & Communication

Main Menu — Map It

> Setting Scale: 1. Click “Scale” to start to reset the map ~ Press the “Set” button to draw a line on the map. Fill its physical

scale. distance in the blank and press “Set” or “Cancel”. For example, in
the graph below, set the door width to 0.8 m.
Scale
1-10m Set Fm D | Wrmten: | @conusis | Dliph | A tratin

MR
T @ WNAR-CII208 - .

: @ WNAR-CIZ20A =1’

ER WSS

Edit Map Save PLANET
50 m a0m 100m i - | 15 e physicsl oissance of the draw ine?

il m v [ai | Cancei

e

wm

AP Group

Band

Transparency =

¥h 1 = AF Group
.

1 15.625m Set ]

Transgparency
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@ PLANET

Networking & Communication

Main Menu — Map It

~ Drag and drop the AP onto the map or select multiple APs by » Once the allocation is done, click “Save” to save the setting.

clicking the checkbox.

WNAP-C32204

WNAP-C32204

oo off

WES-502N

AP Group

Band

Transparency

Scain

17 17.441860465116278m Set

~ To upload more maps or edit current map, click the “Edit Map”
button to re-enter the Edit Map page.
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" Metwarking & Communication

Main Menu — Map It

The lower-left side area provides map control options. Transparency: Slide the bar to adjust the transparency of the

map.
AP Group: To filter the managed APs shown on the map, the

Transparency

selected AP group is displayed.

AP Group

WT200AC_1F v

Fh

[

|
Band: Select “2.4GHz” to show APs with 2.4GHz frequency or | e
select “5GHz” to show APs with 5GHz frequency. H :

I STRREE ) 1§ 55 _ =
= I_ i_'t{ 1’_'u4|': Fansparency

Band .
(@]

¥2 4GHz |_I5GHz

0 T 1o

Band

| 12 4GHz [¥EGHz

0 S 100




@ PLANET

" MNetwarking & Communication

Main Menu — Statistics

K Protorence | ([ search W Profiess BB Gonwroiy | @ mapn A Sutistics K Preterence ) search W Profiles- | ) Controte | ® Mapk A Sastistics

. eiomiom: ] ]
[Statistics — Managed APs] [Statistics — Active Clients]
Managed APs: On this page, you can observe the current Active Clients: On this page, you can observe the statuses of
configuration of all managed APs. all associated clients including traffic statistics, transmission

speed and RSSI signal strength.
Filter: You can filter the AP list by entering the keyword in

the field next to the magnifier icon. The keyword should be Filter: You can filter the search result by entering the

keywords in the field next to the magnifier icon. The
keywords include MAC Address, IP Address, SSID and Band.

in any context that belongs to the fields of this page.
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@ PLANET

* MNetworking & Communication

System Menu — Refresh

h g,a- @-s-0l

[System Menu — Refresh]

Apply

Reset

Refresh: The page content will be updated every 1 minute
automatically by default. If you require the system to update
immediately, you may click “Manually” to refresh the page

content.
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@ PLANET

Networking & Communication

System Menu — System Configuration

A Q b % O | E] ~ Alert Configuration: On this page, you can configure the system event
- notice enable or disable by Popup Alert Message and SMTP function.
Alert Configuration
Date and Time ~  After configuration is done, click “Apply” to apply the setting.

s o |
IP Settings

Login Account

Home = Alert Configuration Apply | Resst
Wizard ENABLE ALERT_MESSAGE SMTP
System Start il - *
[System Menu — System Configuration] Syom Aot o .
System Firmware Upgrade Successhul v »
System Firmware Upgrade Fail
Management Add Device
e ] - .
Iunwn(;)uﬂﬂ e i o

Ihnao-u-nomm Disconnect ] - *

Management Dwvice Profiles Setting Done

Management Device Profiles Setting Failed
Web m - £l

[Alert Configuration]



@ PLANET

Networking & Communication

System Menu — System Configuration

@ Q 4 2 O[]

Alert Configuration
Date and Time

Interfaces

IP Settings
Login Account H
Wizard

[System Menu — System Configuration]

Date and Time: On this page, you can configure the Date and Time by NTP

server or manual setting.

After configuration is done, click “Apply” to apply the setting.

Home > System > Date & Time

Time Configuration

Apply Reset

Current Date and Time JFIIEERIREREI

Time Mode Setting JOFATGISIFEYITE]

| e o [T

[Date and Time configuration]
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" Metworking & Communication

System Menu — System Configuration

@ Q 4 B O EE] Interface: On the PORT page, you can see each Port status and you can configure
Alert Configuration the speed for down, auto, 10/100 Mbps HDX/FDX, and 1GMbps FDX on the Port
Date and Time Statistics page.
Interfaces . " . .
P Settings Click “Apply” to apply the setting.

Login Account
Wizard

[System Menu — System Configuration]

[ZelideeyiivlELD - Port Statistics
| speed |
Port Description -
— Cumernt | Configuration
1 ® v

Down Auto

2 @ 1Gbps FDX Auto v

[Port Settings]



@ PLANET

Networking & Communication

System Menu — System Configuration

Port Configuration [ IgSIE e

2 478835 169696223 156746481 23195 0 420365 5201 0

[Port Statistics information]



@ PLANET

" Networking & Communication

System Menu — System Configuration

IP Settings: On this page, you can configure the static ID of SAPC or choose it as
DHCP client.

@ Q 4 2 O (8

Alert Configuration

L

Date and Time

After configuration is done, click “Apply” to apply the setting. The window will
prompt you to change network setting that will cause the system to restart.

Interfaces
IP Settings
Login Account H
Wizard

[System Menu — System Configuration]

Home > System > IP Settings

e s |
[10.1.0.199 || 10.1.0.199
m 255.255.254.0 | | 255.255.254.0
[10.1.1.254 || 10.1.1.254
|
|

Apply Reset

10.1.1.4

[IP Settings]
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" MNetwarking & Communication

System Menu — System Configuration

Login Account: On this page, you can modify the login user name and password.

@ Q 4 B O8

el

Alert Configuration Enter the new user name and new password directly in the corresponding fields, and
Dale and Time then click “Apply” to apply the setting. The login window will be prompted to ask you
Interfaces .
- to enter the new account to re-log in the system.
1 |IP Settings
Login Account
Wizard

[System Menu — System Configuration]
bl i *Please key in a new account, except using "admin"

New Password must include at least 1*[a~z], 1*[A~Z], 1*[0~9],
1*[~, |, @, ...] and must contain at least 8 characters.

[Login Account]
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* MNetworking & Communication

System Menu — System Configuration

@ Q 4 B O ‘3" Wizard: Select Wizard for setup wizard again.

Alert Configuration
Total: 28/ Date and Time

Interfaces

IP Settings

Login Account

Wizard

[System Menu — System Configuration]
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@ PLANET

-~ Networking & Communication

System Menu — Network Services

de & O £ - \ ) v\ Network Services: On this page, you can set up DDNS, DHCP, SMTP, SNMP,
DDNS and RADIUS of the system.
3, Online:.  DHCP -
™ SMTP DDNS: Click “DDNS” to use PLANET Easy DDNS services or Dynamic DDNS.
SNMP (Supports PLANET DDNS/Easy DDNS) https://www.planetddns.com/
RADIUS

Click “Apply” to apply the setting.
[System Menu — DDNS]

& Smart AP Control x +

C { A Notsecure | https//192.168.1.100:8888

@ PLANET 3 0 2 ®

[DDNS Setting] 78


https://www.planetddns.com/

System Menu —

@9 i 2 O &-[6f
DDNS
Total: 23, Online: DHCP
SMTP
SNMP
RADIUS

[System Menu — DHCP]

€ PLANET 3 0 2 @ dh & B B F OB

[DHCP Setting]

@ PLANET

" MNetwarking & Communication

Network Services

Network Services: On this page, you can set up DDNS, DHCP, SMTP,
SNMP, and RADIUS of the system.

DHCP: On the DHCP Server page, choose “Enable” to use DHCP
server service. On Client list page, you can see the Client detailed

information.

Click “Apply” to apply the setting.
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System Menu — Network Services

& Smart AP Control X +

< C Y A Notsecure | https//192.168.1.100:2

< Mewrny b Carmmica
SMART AP CONTROL AP(s) Client{s) Group{s)

.le 3 1 2 @-ll%'ﬂ" @ Fr O =

Home » DHCP Server Q @

DHCP Server Client List
o

192.168.1.101 40:4e:36:03:42:95 2018-10-08 10:00:18 2018-10-08 11:00:18 android-TT1a&1d28c2f6b HTC Corporation

[Client List Information]
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DDNS f
DHCP F
SMTP '
SNMP

| RADIUS

[System Menu — SMTP]

@ PLANET

Networking & Communication

System Menu — Network Services

Network Services: On this page, you can set up DDNS, DHCP, SMTP,
SNMP, and RADIUS of the system.

SMTP: On the SMTP page, choose “Enable” to use SMTP service.

Click “Apply” to apply the setting.

Home > SMTP Configuration

Test

SMTP Configuration

[Enable v]

External SMTP Server

LT I LR (smip.domain.com or 192.168.0.1

el

Authentication

example@domain.com

RFESVLTL ) | Password

[empe@domancom ]
Passwors |

L5 d |[NMS-500]

example@domain.com

Apply Reset

[SMTP Setting]
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System Menu — Network Services

8 O O ‘_@ ',‘ Network Services: On this page, you can set up DDNS, DHCP, SMTP, SNMP, and
DDNS RADIUS of the system.
DHCP I
SMTP SNMP: On the SNMP Agent page, choose “Enable” to use SNMP v1, v2c, v3 service.
SNMP

On the SNMP Trap page, you can set up the SNMP Trap Configuration.

RADIUS

Click “Apply” to apply the setting.
[System Menu — SNMP] pply pply g

[SNMP Setting]
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System Menu — Network Services

@ Smart AP Control

&« C Y A Notsecure | hitps/192.168.1.100
@ PLANET 3 1 2 @ | 8 G- [F- OB~

SMART AP CONTROL AP(s) Client(s) Group(s)

Home = SNMP Agent Apply Reset

SNMP SNMP Trap

Enable v
SNMP v1 v
PLANET

Trap Destination IP Address 1 JIEZR [N N]
Trap Destination IP Address 2
Trap Destination Port JEYAI] {11to 65535)
R PR R | AuthPRiv v
Trap Information Timeout JEYANI] {11to 65535)
Trap Information Retry Times JiEIY (0 1o 255)
Trap Security Engine ID
Trap Security Name
Trap Auth Protocol [§1LY[05] v

Trap Auth Password

R | DES v

Trap Privacy Password
SNMP Trap Events
¢ \Warm Start
SNMP Trap Mode
Cold Start
#l Link Up
| Link Down

[SNMP Trap Configuration]
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System Menu — Network Services

Network Services: On this page, you can set up DDNS, DHCP, SMTP, SNMP, and

@ Q4 & O &[G
: ) RADIUS of the system.

DDNS

DHCP g RADIUS: On the RADIUS page, choose “Enable” to use RADIUS service. On
2::; RADIUS Client page and RADIUS User Account page, you can see the detailed
RA[;MS information of them.

Click “Apply” to apply the setting.

[System Menu — RADIUS]

& Smart AP Control x +
< C Y A Notsecure | hitps:/192.168.1.100:3882
@ PLANET 3 1 2 @ ih &% @ £ O B-
SMART AP CONTROL AP{s) Client(s) Group(s)

Home > Radius Service Apply Reset

Radius Client Radius User Account

RADIUS Server Mode |GG v
Server Port [EEIPS

% Under normal usage is 1812 port

[RADIUS Setting] 84
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System Menu — Network Services

B e [

[System Menu — RADIUS Client]

me > Radlug Service = Client Configuration

[RADIUS Client Setting]

Add Radius Client Configuration: On this page, you can set up Name,
Client IP, Shared Secret Key, and Description of the system.
Click “Apply” to apply the setting.

AP RADIUS Setup: You should go to AP’s Web Ul to RADIUS page to set
up Radius Server IP, Password and Server Port (1812), and enable the

function.
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System Menu — Network Services

Home > Radius Service [ [ Filter by Name Q 10 (10..1024) |&@

Radius Server Radius Client Radius User Account
= == == === =

PLANET 192.168.1.263 12345678 PLANET RADIUS Client

Total Clients: 1 .

[RADIUS Client Setting Finished]
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System Menu — Network Services

Add RADIUS User Account: On this page, you can set up Account Name,
Password, Description, and Validation Period information of the system.

Click “Apply” to apply the setting.

[System Menu — RADIUS]

[RADIUS User Account Setting]
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System Menu — Network Services

Home > Radius Service [ [

Radius Server Radius Client Radius User Account
I O O O

PLANET IE PLANET Industrial Engin 10 Oct 2018 00:00 31 Oct 2018 00:00

- . ]
[RADIUS User Account Setting Finished]
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@ PLANET

Networking & Communication

System Menu — Maintenance

9 .;%, Q- DO - Backup/Restore: On this page, you can back up and restore the system profiles with
Backup / Restore the system file (*.tar.gz.enc).
Diagnestics ala &

[System Menu — Maintenance] Click “backup” to start backing up the system profiles file in HDD or USB.

Use the "Choose File” button to choose the right system profiles file and click “restore”

to start restoring the system.

Please use the system default file name to restore system, or it may fail.

Home > Maintenance > Backup/Restore i

System Setting Raw Data

@ HDD Delected @) Bad Format (@) Not Detected

I S N T N

No data No data No data USB HDD not detected

Please format the USB HDD to FAT32 on a windows platform befere using it for backup!

[System Setting]
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System Menu — Maintenance

Backup/Restore: On this page, you can back up the raw data file.

@09 &0 8- @ |F1O-

Backup / Restore

Diagnostics ) Auto Daily Backup: Enable to backup raw data everyday in USB.
[System Menu — Maintenance] Disk Utilization Threshold: Hyperlink to configure the Storage Threshold page.
Manual Backup: Click button to back up raw data immediately in USB.
2% Installation of USB storage is required.
Home > Maintenance > Backup/Restore Manual Backup | Apply || Reset

System Setting Raw Data

LN R0 T O Backup raw data will at 00:00 everyday, please don't shutdown the power.
Disk Utilization Threshold 53 E}

@ HDD Delected @BadFormat @ Not Detected

I N T T N

No data No data No data USE HDD not detected

Please format the USB HDD to FAT32 on a windows platform before using it for backup!

[Raw Data]

91
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@[ Q& [O|[&][@] [FF
' Backup / Restore
Diagnostics

I

| Factory Default

Remote Management

Systemn Information
System Sefting
System Upgrade

O -

Reset

[System Menu — Maintenance]

~ Diagnostics: On this page, you can use ping tool to ping the other devices.

.

PLANET

Networking & Communication

[192.168.100.1

| Count B |

PING 192.168.100.1 (192.168.100.1) 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp_seg=1 ttI=64 time=0.726 ms
64 bytes from 192.168.100.1: icmp_seq=2 #tI=64 time=0.603 ms
64 bytes from 192.168.100.1: icmp_seq=3 ttI=64 time=0.558 ms
64 bytes from 192.168.100.1: icmp_seq=4 ttI=64 time=0.583 ms
64 bytes from 192.168.100.1: icmp_seq=5 ttI=64 time=0.475 ms

-—-192.168.100.1 ping statistics —
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 0.475/0.589/0.726/0.081 ms

Apply

Back

Reseat
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System Menu — Maintenance

© . . ey .
Q & O - @ ’ O Event and Log: Click “System Setting” to adjust the Brightness of touch
Backup / Restore screen. (Only for NMS-1000V)
Diagnostics
Event and Log Search Field: To choose the information you want by entering the key word.

- | Factory Default ediRd
” Remote Management -
|G5-5225-8P252% 1921  System Information
IGS-6325-8T854X 1921 System Setting

IGS-6325-16T4S 192 1|  System Upgrade

L St g IDOewY Ana A0S0 and 90 o0 . L0000

[System Menu — Maintenance]

[rp)
14}
o

Q
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¢ Pressthe “Event” icon (No. 1) to see the full system event by day.

System Event

¢ Pressthe “<<”“& “>>" icon (No. 2) to select daily report.

PLANET

" Networking & Communication

Home > Maintenance > Event and Log

<€ [2023-11-23 »»

1 System 17:31:15
2 System 17:31:15
3 System 17:31:15
4 System 17:31:15
5 System 17:31:15
] System 17:31:15
7 System 17:31:15
8 System 17:31:15
9 System 17:31:15
10 System 17:31:15
1 System 17:31:04
12 System 17:31:04
13 System 17:31:04

192.168.100.5

192.168.100.5

192.168.100.5
192.168.100.5
192.168.100.5

192.168.100.5

192.168.100.5
192.168.100.5
192.168.100.5
192.168.100.5
192.168.100.5
192.168.100.5
192.168.100.5

S S

Connect

Connect

Connect
Connect

Disconnect
Disconnect

Disconnect
Disconnect
Disconnect
Disconnect
Disconnect
Disconnect

Disconnect

Search QK « |1 /84T (3> (31

Industrial Switch 1GS-6325-8T854X 192.168.201.31 a8:7:20:61:d9:5f

. IG5-6325-8UP252X 192.168.201.33
Industiial Suitch aB:17:0:68:00.33

Industrial Switch 1GS-5225-8P2S2X 192.168.203.12 a8:f7:e0:74:44:91
Industrial Switch 1G5-6325-16T45 192.168.201.32 ab:f7-e0:6a:6b:71

IP Power Management EPD-1506VR-US 192.166.100.63 4c:13:65:04:eb:93

Stitch et ssa0e0

IP Power Management IPM-3221 192.168.100.84 00:50:56:c2:00:08
Industrial Switch 1GS-5225-4P2S 192.168.201.37 a8:f7:e0:61:09:d8
Industrial Switch 1G8-5225-4T25(v2) 192.168.201.36 ab:f7-e0:2f:10:4e
Industrial Switch WGS-5225-8T25V 192.168.202.41 a8:f7-e0:5b:4d:8¢c
Industrial Switch 1GS-5225-8P252X 192.168.203.12 a8:f7:20:74:44:91
Industrial Switch 1GS-6325-8T8S4X 192.168.201.31 a8:f7:e0:61:d9:9f
Industrial Switch 1G5-6325-16T45 192.168.201.32 ab:f7-e0:6a:6b:71
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Syslog Server

Press the “Syslog” icon (No. 1) to see the full syslog by day (Open the devices remote syslog function.).

Press the “<<“& “>>" icon (No. 2) to select daily report.

. . @ | Click button to clear all syslog in NMS
Press the “Drop-down ” menu (No. 3) to select severity and device ID. s ysio8

immediately.
1 2 3
Event EESEUNEN << (2023-11-23 35 [l Severity: [Any v | Device: [Any v] @ Search Q1€ « 1 /956 |5 || 3]
‘ T e T omaion B
1 Informational 17-3450 19%\{1&3%{;3;]1 Nov 23 17:31:14 VR—30100. ?g[gﬁ?;glg?[ﬁl\(igg E;zl;e)t. from 10.1.16.2[500] to
2 Informational 173450 19%\/&%{;3;]1 Nov 23 17:31:14 VR—aq%sggélglglﬂ E{a:gadﬁljf(ﬁ[l;g[%r\ii.ﬁTIONAL_W request
> ! R
4 Informational 173450 19%\{23%{;3;11 Nov 23 1?:31:14VR-3({2 188’1[[‘#%1;[238](“(%%%?&:; from 10.1.22.150[500]
5 It 17-34:20 19%\/25%{;3;11 Nov 23 17:30:44 VR—30100: :)72[2N1Es'lg’[geucaa]|\(fgg E;zl;e)t: from 10.1.16.2[500] to
g Informational 173420 19%\3—%3331 Nov 23 17:30:44 VR—%%% 2 ?;g‘filalﬂ ﬂg;adATSSI%TATIONAL_W request
r ! R
a Informational 173420 19%\/}53%{;3;]1 Nov 23 17:30:44 VR-3({E 181&%@[238?@% %;cg:)t from 10.1.22.150[500]
g It 17-33:50 19%\;"1@6_83{;[?;11 Nov 23 17:30:14 VR73U1UU: ‘?g[gl%g:[?cﬁﬁh({gg E‘,altcekse)t: from 10.1.16.2[500] to
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System Menu — Maintenance

@9 E&O0OB-@ £ 0-

Backup / Restore

Factory Default: Click “Factory Default” to reset the system to factory
default. Once clicked, the warning window will prompt you to reset

Diagnostics

Event and Log system to default.

I "ocioy Default
[System Menu — Maintenance]
@ PLANET 39 0 0 @920/t @]F v
NMS- 1000V Device{s} Client{s) Group(s) —
Home > Factory Default

Factory Default

Are you sure you want to reset the configuration to Factory Default?

The default configuration here doesn't involve IP address.
You can reset configuration included IP by means of pushing the reset button on the machine

Yes

[Factory Default Warning] 96
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System Menu — Maintenance

@ 9 &/cla e [FRo
Backup / Restore _
Diagnostics Apply

[ R

Factory Default

Remote Management

System Information

[System Menu — Maintenance]

Remote Management: On this page, you can set the profile for UNC-NMS to
manage the NMS-500/NMS-1000V.

Remote Management drop-down menu: To select the permissions of UNC-NMS
to monitor or control NMS-500/NMS-1000V.

Server DNS or IP Address: Enter the UNC-NMS DNS or IP address.

Port: Enter the UNC-NMS control port (default is 8887).

Import UNC-NMS CA: To import the UNC-NMS CA file into NMS-500/NMS-
1000V. (Account/Password/Device ID will be automatically taken out)

Home > Mair ce > Remote

NMS Agent Configuration
Remote Management

Disable
Enable RO
Server DNS or IP Address §I=hELEYS

- '
I |
[ omven] |

External NMS Server

Apply

[Remote Management]
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System Menu — Maintenance

@ 9 &

[System Menu — Maintenance]

0@[:1

Backup / Restore
Diagnostics

Event and Log
Factory Default
Remote Management
System Information
System Setting
System Upgrade

» System Information:
information, just like the CPU/Disk/Memory Utilization, FW version, etc.

@ PLANET

" Networking & Communication

On this page, you can overview the NMS system

Home > Maintenance > System Information

£\

0.7%

CPU Utilization

Model Name JIUSSITNY
3.8 GiB
233 GiB
192.168.100.5 (Static IP)
v1.0b231116

1 Min.

Wi-Fi Update Status Interval [RELLN

Auto Clear Sysiog [ai)
Planet DDNS QESELE

£ Disable

[ 43

39.1%
Disk Utilization
System Information

Function information

Auto Daily Backup [

Radius Service JE:CUIES
SNMP Trap geizhin

[ 9

26.2%

Memory Utilization

DHCP Service gl
L3l Disable
Time Configuration 0]
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System Menu — Maintenance

Q & O - @-|+&0-
Backup / Restore [
Diagnostics Reset
Event and Log |
Factory Default
Ramote Management
Systemn Information
Systemn Setting

threshold. System Upgrade

[System Menu — Maintenance]

System Setting: Click “System Setting” to adjust the Brightness of touch
screen. (Only for NMS-1000V)

Auto Logout Time: Set auto logout time when idle NMS Web.

Auto Clear Syslog: Default enable auto clear Syslog when disk utilization
reaches 85% storage threshold.

Storage Threshold: Default enable auto clear Raw data when disk utilization
reaches 85% storage threshold.

Home > Maintenance > System Setting Apply || Reset
Auto Logout Time il ClE R E v
BrightnessAdjust @@ | 70

Auto Clear Syslog Disk Utilization 85% w
Storage Threshold Disk Utilization 85% w

To keep the system stable, auto cleaning of Raw Data in the disk is a must when it reaches the storage threshold.
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System Menu — Maintenance

& .
9 an O ﬁ ” @ ” ’ ” System Upgrade: On this page, you can upgrade the system to the latest
Backup / Restore version with new patch.
Diagnostics
' Eventand Log . Click “Choose File” to designate the system patch file for upgrade. Then,
ny Context Edit 1 . . .
: Q " Factory Default [ click the upgrade icon at the upper-right corner to start the system upgrade.
140 m Remote Management

Please regularly check PLANET official website for the system upgrade file.

System Information
Systemn Setting

System Upgrade *Only by remote login be used for the NMS-1000V to do firmware upgrade.

[System Menu — Maintenance]

Home > Maintenance > System Upgrade o

| cumentversion [RTR

[System Upgrade]
10
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@ Q4 B O B-0-&-[0OF

Logout
Reboot
Shutdown

[System Menu — Logout]

Universal Network Management Solution

A sorntar-winy i ity pmarage olf ket

@ PLANET

" Networking & Communication

System Menu - Exit

Exit: On this page, you can log out, reboot, or shut down the system.
Logout: Click “Logout” to log out the system.

Once clicked, the login window will prompt you to re-log in the

system.

[Login Window]



@9 4 8O %-0-£-[0F
Logout

Reboot

Shutdown I
a]j Apply 8(8.512) & Fmeroy conmext B~

[System Menu — Reboot]

Home = System Reboot

PLANET

—~" Netwarking & Communication

System Menu - Exit

Logout: On this page, you can log out, reboot, or shut down the system.
Reboot: Click “Reboot” to restart the system.
Shutdown: Click “Shutdown” to close the system and shut down the MV.

Once clicked, the warning window will prompt you to reboot or shut down

the system.

Are you sure you want to perform a Restari?

[Reboot Warning]

Reboot
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HDMI Output

HDMI Output: NMS-1000V-12 and NMS-1000V-10 support HDMI Output function.

2% Please follow the steps below to make sure this function works correctly.

1 - Open NMS-1000 to log in page.

2 - Make sure the TV or Screen supports resolutions of 1024 x 768 for best optimization.

3 - Connect NMS-1000V and TV or Screen with HDM I cable.

enma 40 B0 10
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Appendix — MQTT Devices Support List

Please click

& PLANET

Supported Devices

Switch / Industrial Switch / Router / AP

— GS-4210-
24125

—m G5-4210-
16725

Y  Gs-4210-8P2S

Description

Switch

24-Port Layer 2 Managed Gigabit Ethernet Switch W/2 SFP
Interfaces

16-Port Layer 2 Managed Gigabit Ethernet Switch W/2 SFP
Interfaces

8-Port 10/100/1000T 802.3at PoE + 2-Port 100/1000X SFP
Managed Switch

Version

v2.305b201130

v2.305b200904

v2.305b200904

QD

Support list

Release
Date

2020-11-
30

2020-09-
04

2020-09-

04

PLANET

Hetwarkin

Download

v
10


https://cloudviewer.planet.com.tw/support.php
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Appendix — Console

When the “UNI-NMS login” appears, please enter user login account “adminuser”, and password “adminuser”.

NM5-500
Password:
ew IP Statu ) actory Default T) hutdown
Ping } Logout ) ystem Information
3) ERestart Netw } Reboot I05 Imformation
Please enter I 1
IP Address:
NM5-500
Passw
1) View I atu ) v Default 7
3,254 Ping ) ) tem Information
4) 56(84) bytes of ) 3) Restart } { 2 ) ) BIOS Information
Please en H
rmwar

.0b2

icnp seg=l
icmp seg
icmp seq=

=
e
4

[ ]

254 ping statistics ——-—
0% packet 1
0.675/ 3

few sec

S 11 America
System will rekoot American
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